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About Me:

Husband
Father
Veteran
Brother
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What do we need?

Home Assistant
Managed Switch (TL-SG108E)
Raspberry Pi
Smartphone

Suricata s R ——
= Tcpdump e s e B e Sl

File editor
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* Enable SSH between Home PC / Suricata Raspberry Pi / Home Assistant
Raspberry Pi.

« Create a Mirror Port on my managed switch.
* Ensure that the Suricata Pi Is monitoring the network.
« Send alerts to Home Assistant.

 Enable Mobile Notification on Home Assistant.
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#, Raspberry Pi lmager v1.8.5 = O et

' Raspberry Pi

Suricata PI Setup T

* Flash Raspberry Pi OS to
microSD card.

» Setup Process.

« Conduct Updates to
packages.

Securing the Internet of Things: Leveraging Analytics, Machine Learning, and Al for Enhanced Cybersecurity 3/16/2025



Allow 105 Ping from Pi Properties Allow 1D5 Ping from Pi Properties

- General Programs and Services Remote Computers General Frograms and Services Remote Computers
5 inici |
PaCIfIC Protocols and Forts s Advanced ocd Piincipals Remote Lss Protocols and Paorts cope  Advanced Local Principals Remote Ls
NOT thweSt Local IP address
NATIONAL LABORATORY Protocols and ports
- L O Ay P address
) i
fws Protocol type: ICMPwv4 " i) These IP addresses:
Protocol number: 1=
Local paort: Al Ports
Example: 80, 443, 5000-5010 Remote IP address
. Al Prarta B () Ay IP address
Remote port: Il Forts Wb

© These IP addresses:

H el | O 7 A e y ou t h er e’? Example: 80, 443, 5000-5010 192.168.1.61/24 Add...

Intemet Control Message Protocol Customize. .
(ICMF} settings:

* Windows Firewall Rules
. . ] sudo systemctl enable ssh
* From Windows — Suricata
. . . ids-pi@raspberrypi:/var/Log/suricata $ sudo systemctl start ssh|
PI’ Surlcata PI - ] ping 192.168.1.157
: PING 192.168.1.157 (192.168.1.157) 56(8U) bytes of data.
WIndOWS 64 bytes from 192.168.1.157: icmp_seq=1 ttl=128 time=0.
64 bytes from 192.168.1.157: icmp_seq=2 ttl=128 time=0.
° 64 bytes from 192.168.1.157: icmp_seq=3 ttl=128 time=0.
Enable SSH 64 bytes from 192.168.1.157: icmp_seq=U ttl=128 time=0.
64 bytes from 192.168.1.157: icmp_seq=5 ttl=128 time=0.39
* Success! ‘

-—— 192.168.1.157 ping statistics —-
5 packets transmitted, 5 received, 0% packet loss, time LUB@98ms
rtt min/avg/max/mdev = ©.328/0.363/0.396/0.028 ms




Pacific
Northwest

NATIONAL LABORATORY

o tp-link
1

TL-SG108E

System —Port Mirror:

Switching
Port Mirror Mirroring Port

Monitoring

= Port Statistics

- Port Mirror

« Cable Test

+ Loop Prevention
Lo —Mirrored Port

Switch Configuration Cx—

=

. :
 Plug in my ethernet devices
» Use web Ul to enable mirror port = - oo
» Connect Suricata Pi to the mirror -

port via Cat6
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©3:39:49.8638U1 IP raspberrypi.lan.58392 > 93.243.107.3U.bc.googleusercontent.com.https: Flags [P.], seq 1:29, ack 24, w
in 49U, options [nop,nop,TS val 138973U892 ecr 15277U1253], length 28
©3:39:49.901569 IP 93.243.107.3U.bc.googleusercontent.com.https > raspberrypi.lan.50392: Flags [.], ack 29, win 1644, op
tions [nop,nop, TS val 1527741591 ecr 138973u892], length ©
03:39:50.084UU4U3 ARP, Request who-has 192.168.1.10 tell LGwebOSTV.lan, length U6
©3:39:50.084U44L ARP, Request who-has 192.168.1.190 tell LGwebOSTV.lan, length U6
03:39:50.08U56U ARP, Request who-has 192.168.1.15 tell LGwebOSTV.lan, length 46
. ©3:39:50.08U821 ARP, Request who-has 192.168.1.188 tell LGwebOSTV.lan, length U6
C W S -t ff ’? ©3:39:50.184382 ARP, Request who—has 192.168.1.2 tell LGwebOSTV.lan, length 46
an e ee ra_ I C - 03:39:50.164397 ARP, Request who-has 192.168.1.236 tell LGwebOSTV.lan, length U6
©3:39:53.9U5019 IP raspberrypi.lan.ssh > EJA1-67.lan.36UU47: Flags [P.], seq 270u4:3852, ack 1, win 521, length
©3:39:53.9U5168 IP raspberrypi.lan.5891@ > SAX2V1S.lan.domain: 4u@26+ PTR? 10.1.168.192.in-addr.arpa. (uU3)
03:39:53.94U5585 IP raspberrypi.lan.ssh > EJA1-67.lan.36UU7: Flags [P.], seq 3852:5136, ack 1, win 521, length
©3:39:53.9U5711 IP EJA1-67.lan.36UU7 > raspberrypi.lan.ssh: Flags [.], ack 5136, win 1026, length ©
©3:39:53.9U60U6 IP SAX2V1S.lan.domain > raspberrypi.lan.58910: uUU@26 NXDomain* ©/8/8 (u3)
o YeS We Canl ©3:39:53.94U6U422 IP raspberrypi.lan.35270 > SAX2V1S.lan.domain: 24892+ PTR? 54.1.168.192.in-addr.arpa. (U3)
- ©3:39:53.947125 IP SAX2V1S.lan.domain > raspberrypi.lan.35270: 2uU892% 1/6/0 PTR LGwebOSTV.lan. (70)
©3:39:53.947505 IP raspberrypi.lan.u519@ > SAX2V1S.lan.domain: 50252+ PTR? 190.1.168.192.in-addr.arpa. (uu)
. ©3:39:53.9U8072 IP raspberrypi.lan.ssh > EJA1-67.lan.36UU7: Flags [P.], seq 5136:5252, ack 1, win 521, length
® thdump _I ethO ©3:39:53.94U82U9 IP SAX2V1S.lan.domain > raspberrypi.lan.u5190: 50252 NXDomain* ©/8/0 (uu)
03:39:53.9U8769 IP raspberrypi.lan.51820 > SAX2V1S.lan.domain: 55145+ PTR? 15.1.168.192.in-addr.arpa. (uU3)
©3:39:53.949805 IP raspberrypi.lan.ssh > EJA1-67.lan.36UU7: Flags [P.], seq 5252:5368, ack 1, win 521, length
©3:39:53.949130 IP EJA1-67.lan.36UU7 > raspberrypi.lan.ssh: Flags [.], ack 5368, win 1025, length ©
©3:39:53.949421 IP SAX2V1S.lan.domain > raspberrypi.lan.51828: 55145 NXDomain* ©/8/8 (u3)
©3:39:53.950e44 IP berrypi.lan.58258 > SAX2V1S.lan.domain: 48890+ PTR? 188.1.168.192.in-addr.arpa. (44)
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Suricata Install/Configurations

sudo apt install suricata -y

* sudo apt install suricata -y

e sudo nano
/etc/suricata/suricata.yaml

* Eve.json

: regular
: Jvar/log/suricata/eve. json
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Suricata Rule

app-layer-events.rules dns—-events.rules

i I decoder- .rul files.rul
FI | eS/L O C a.t I O n dﬁzg—zeﬁ:?ﬁé: = hitsz—;ﬁeﬁis.rules

- fetc/suricata/rules

test.rules

app—layer—-events.rules
decoder-events.rules
dhcp-events.rules
dnp3-events.rules
dns—events.rules

files.rules

http2-events.rules
http—events.rules

sudo 1ls rules/

ipsec-events.rules nfs—events.rules ssh-events.rules
kerberos-events.rules ntp-events.rules stream—events.rules
modbus—events.rules smb-events.rules test.rules

dnp3-events.rules http—events.rules mgtt-events.rules smtp—events.rules tls-events.rules

 Located at
/etc/suricata/rules

« Can use rulesets found g
any

online or custom

any

rulesets. oy

* Include any rules within

GNU nano

"SURICATA HTTP
"SURICATA HTTP
"SURICATA HTTP
"SURICATA HTTP
"SURICATA HTTP
"SURICATA HTTP

unknown error"; flow:established; app-layer-event:http.unknown_error
gzip decompression failed"; flow:established; app-layer-event:http.g3
request field missing colon"; flow:established,to_server; app-layer-d
response field missing colon"; flow:established,to_client; app-layer
invalid request chunk len"; flow:established,to_server; app-layer-evd
invalid response chunk len"; flow:established,to_client; app-layer-e

rules/test.rules

E;Lin(:EitEi_)/Eir11| alert icmp any any —-> any any (msg:"Test ICMP Alert"; sid:1800001; rev:1;)
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Scripts In Use:
Suricata P1

daily trunicate eve.sh

* Trunicate eve.log every 6
hours

 Pull alerts from eve.log
every X minutes

» Explain the scripts.

filter.sh

GNU nano 7.2 daily_trur

LOG_FILE="/var/log/suricata/eve. json"

"$LOG_FILE"

truncate ® "$LOG_FILE"

"$(date): Truncated $LOG_FILE successfully."

"$(date): Log file $LOG_FILE does not exist."

sleep 21606

INPUT_FILE="/var/log/suricata/eve.json"
OUTPUT_FILE="/var/log/suricata/alerts. json"

true
"$INPUT_FILE"

"Processing file: $INPUT_FILE"

jq 'select(.event_type == "alert")' "$INPUT_FILE" "$SOUTPUT_FILE"

[
"$(date): Alerts successfully written to $OUTPUT_FILE"
"$(date): Error: Failed to filter alerts."

1

"$(date): Error: Input file $INPUT_FILE does not exist."
1
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S S H K ey B etW een nvironment id ed25519 id_ed25519.pub  known_hosts known_hosts .old
Home Assistant Pi &
S u r I C at a PI - sudo cat ~/.ssh/authorized keys

ssh—-ed25519 uXoGRmal root@core-ssh

ssh ids-pi@192.168.1.61

* ssh-k
ssh-keygen
Linux raspberrypi 6.6.62+rpt-rpi-v8 #1 SMP PREEMPT Debian 1:6.6.62-1+rptl (2824-11-25} aarched
¢ SSh-CO py-ld IdS-pl @ 192 . 168. 1 . 61 The programs included with the Debian GNU/Linux system are free software;

the exact distribution terms for each program are described in the
individual files in fusr/share/doc/*/copyright.

Debian GNUSLinux comes with ABSOLUTELY MO WARRANTY, to the extent
permitted by applicable law.

Last login: Fri Jan 24 28:44:51 2825 from 192.168.1.211
ids-pifiraspberrypi:~ $ ||




1
"timestamp”: "2025-01-12T84:00:44.872413+0800",
"flow_id™: 1579379837377258,
"in_iface": "etha",
"event_type": "alert”,
PaCifiC "sro_ip™: "800 :00002:2000 0000 : 2000 : 0200 : 2000 : paAE" ,
"src_port”:-e,
Northwest "dest_ip": "ff02:0000:0000: 000000008001 Fffee:1f2b",
NATIONAL LABORATORY “dest_port”: @,
"proto™: "IPve-ICMP",
"icmp_type™: 135,
"icmp_code": @,

"alert™: {
"action”: "allowed",
"gid*: -1,
"zignature_id": 1800881,
"revt:-1,
"signature”: "Test LMP- Alert",
"category™: """,
"severity™: 3

Home Assistant o

"pkts_toclient™: @,

n
u "bytes_toserver”: 86,
C r I p n "bytes_toclient": @,
"start": "2025-91-12TE6:00:44,072415+0808"

¥
h

* Retrieve the unfiltered

alert Iog {"timestamp”:"2025-81-16TA5:19:25.21481+8088" , "flow_id":162598266@0064817,"in_iface”:"eth@","event_type":"alert”,

* Use JQ to get the most
recent alert, what's the
purpose of this?

GNU nano 7.2 transfer alerts.sh
ii! /bin/bash
while true; do
tranSfel" alerts Sh scp ids-pi@l9 f on fconfig/suricata logs/pre_filtered alerts.json # Moves alerts.json to home assistant machine, renames to alerts.json

jq -c . fconfig/suricata_logs s.json | tail -n 1 > fconfig/suricata_logs/alerts.json # creates a one line entry for the file sensor.
sleep 18088 # 38 minute timer.

done
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File sensor
O‘ file

Set up a file based sensor

Fike path*

/config/suricata_logs/alerts.json

The local file path to retrieve the sensor value from

File

Value template

Make a choice .

File Sensor’s... Fun!

Setupa notification service

Unit of measurement

« Sense when alert.json is i Se——
updated.

 Pulls the designated fields
| want.

Options
Value template

set value_json = value | from_json
value json.alert.signature if value json.alert.signature is

defined else "MNo alerts™

A template to render the sensor's value based on the file contem

Alert Signature File Sensor
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- platform: template
SENSOrs:
suricate_alert_details:
friendly_name: "Suricata Alert Details"
value_template: >
{% =et log = states('sensor.suricata_alert_detected"') %}
{% if log and log.startswith( {") %}
{% set parsed_log = log | from_json %}
{{ parsed_log.alert.signature if parsed_log.alert is defined else "MNo alerts™ }}
{% else %}
Mo alerts
{% endif %}
gttribute_templates:
source_ip: »
{% set log = states('sensor.suricata_alert_detected') %}

Template Sensor: R g A

{{ parsed_log.src_ip if parsed_log.src_ip is defined else "Unknown™ }}

1%-else %}
Unknown
I%. endif %}
destination_ip: »
{% set log = states('sensor.suricata_alert_detected') %}
([ T I t t t th {% if log and log.startswith('{') %}
emp a e eX raC S e {% set parsed_log = log | from_json %}
. {{ parsed_log.dest_ip if parsed_log.dest_ip is defined else "Unknown™ *}
fleld from JSON data. x e1se )
Unknown
I%. endif %}
= = = saverity: »
® If JSON data IS Invalld {% set log = states('sensor.suricata_alert_detected') %}
] {% if log and log.startswith('{') %}

{% set parsed_log = log | from_json %}

ShOWS “NO alertS”_ {{ parsed_log.alert.severity if parsed_log.alert.severity is defined else "Unknown"™ }}

1%-else %}
Unknown
{% endif %}

 Formats data for
automation.




& Notify on Suricata Alert
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automation:
- alias: MWotify on Suricata Alert
description: Motify iPhone when a new Suricata alert is detected
trigger:
- platform: state
entity_id:

n
Al | to I I l atl O | I WI l - sensor.suricata_alert_signature
] - sensor.suricata_source_ip

- sensor.suricata_dest_ip

- sensor.suricata_severity
O t action:
L] - service: notify.mobile_app_ernests_iphone_2

data:
title: "Suricata Alert”
MESSAEED F Suricata Alert now

suricata Alert Detected: Suricata Alert Detected: - Signature: Test ICMP

°® Notlfy. m0b||e_app_erneSt_|phOne_2 - Signature: {{ states{'sensor.suricata_alert_signature'} }} Alort - Sotirce IP-

- Spurce IP: {{ states({'sensor.suricata_source_ip') }} ]
- Destination IP: {{ states{'sensor.suricata_dest_ip') }} 1 fe80:0000:0000:0000:f27b:65ff:fe10:c3af -
- Severity: {{ states('sensor.suricata_severity') }7} Destination IP:

data: ff02:0000:0000:0000:0000:0001:ff59:eb9d -

« Notify on Suricata Alert S e avenr- Severity: 3

title: "Reset Alert State”

- alias: Reset Suricata Alert State
. description: Reset Suricata sensors after acknowledgment Reset Alert State
 Reset Suricata Alert State
- platform: event
event_type: mobile_app_notification_action
event_data:
action: "RESET_ALERT"

action:
- service: homeassistant.update_entity
target:
entity_id:

- sensor.suricata_alert_sipgnature
- sensor.suricata_source_ip

- sensor.suricata_dest_ip

- sensor.suricata_sewverity




|
% "timestamp”: "2025-81-12Te8:80:44.072415+0088",
"flow_id": 1579379837377258,

= gon "in_iface": "etha"”
PaCIfIC "event_type": “ale:“t"_,
Northwest "src_ip": "O080:20000:0000 0000 00000000 0000 : ADE",

"src_port™:-@,
"dest_ip": "ff02:0000:0000:0000:0000:0001: Fffe0:1f2b",
"dest_port": @

X
"proto™: "IPve-ICMP",

NATIONAL LABORATORY

"icmp_type™: 135,

"icmp_code™: @,

"alert™: {
"action™: "allowed"”,
“gid*: 1,
"signature_id": 1980081,
"rev":-1,

"signature”: "Test ICMP Alert™,
“category®: "
"severity™: 3
ks
"flow"™: - {
’:) "pkts_toserver™: -1,
O a O C S ! "pkts_toclient™: @,
"bytes_toserver™: 86,
"hytes_toclient”: @,
"start™: "2025-91-12T08:298:44.872415+0828"
¥
¥

° Storage S|Ze —_— Can’t {"timestamp™:"2025-81-16TA5:19:25.210481+0000" , "flow_id":1625982660064817,"in_iface":"eth@","event_type®:"alert",
keep logs for an extended
amount of time.

 Alert.json formatting.
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Thank You!
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