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About Me:

• Husband

• Father

• Veteran

• Brother
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What do we need?

• Home Assistant

• Managed Switch (TL-SG108E)

• Raspberry Pi

• Smartphone

• Suricata

▪ Tcpdump

▪ SSH
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Goals/Purpose:

• Enable SSH between Home PC / Suricata Raspberry Pi / Home Assistant 
Raspberry Pi.

• Create a Mirror Port on my managed switch.

• Ensure that the Suricata Pi is monitoring the network.

• Send alerts to Home Assistant.

• Enable Mobile Notification on Home Assistant.
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Suricata Pi Setup

• Flash Raspberry Pi OS to 
microSD card.

• Setup Process.

• Conduct Updates to 
packages. 
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Hello? Are you there?

• Windows Firewall Rules

• From Windows – Suricata 
Pi, Suricata Pi – 
Windows.

• Enable SSH 

• Success!
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Switch Configuration

• Plug in my ethernet devices

• Use web UI to enable mirror port

• Connect Suricata Pi to the mirror 
port via Cat6
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Can We See traffic? 

• Yes we can! 

• tcpdump –i eth0
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Suricata Install/Configurations

• sudo apt install suricata -y

• sudo nano 
/etc/suricata/suricata.yaml

• Eve.json
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Suricata Rule 
Files/Location

• Located at 
/etc/suricata/rules

• Can use rulesets found 
online or custom 
rulesets.

• Include any rules within 
suricata.yaml
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Scripts In Use: 
Suricata Pi

• Trunicate eve.log every 6 
hours

• Pull alerts from eve.log 
every X minutes

• Explain the scripts. 
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daily_trunicate_eve.sh

filter.sh



SSH Key Between 
Home Assistant Pi & 
Suricata Pi

• ssh-keygen

• ssh-copy-id ids-pi@192.168.1.61
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Home Assistant 
Script:

• Retrieve the unfiltered 
alert log

• Use JQ to get the most 
recent alert, what’s the 
purpose of this? 
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transfer_alerts.sh



File Sensor’s… Fun! 

• Sense when alert.json is 
updated.

• Pulls the designated fields 
I want. 
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Alert Signature File Sensor



Template Sensor:

• Template extracts the 
field from JSON data.

• If JSON data is invalid, 
shows “No alerts”.

• Formats data for 
automation.
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Automation, Why 
Not? 
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• Notify.mobile_app_ernest_iphone_2

• Notify on Suricata Alert

• Reset Suricata Alert State



Roadblocks? 

• Storage Size – Can’t 
keep logs for an extended 
amount of time. 

• Alert.json formatting. 
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Thank You! 
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